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(54) METHOD AND APPARATUS FOR SAFEGUARDING DIGITAL ASSET 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a further 
effective method for continuously safeguarding and at 
the same time protecting a digital asset. 
SOLUTION: When a safeguarded file is secret even if a 
proper access right is given, at least a security use 
permission key is required. The secured file has two 
portions, namely a header portion and a secured data 
portion. The header includes security information that 
indicates or includes an access rule, a protection key, 
and a file key. The access rule facilitates access to the 
safeguarded data portion, and determines who can 
substantially access a safeguarded document. The file 
key is used for enciphering/decoding the safeguarded 
data section, and is protected by the protection key. 
When contents in the safeguarded file are handled secretly, the file key is protected jointly not 
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only by the use permission key but also by the protection key regarding a user who tries to 
access the safeguarded file. 
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(54) [3*W£>£*] ^i>*;t«*5J^*-*££&tfSia 

(57) [£jft] 

[fl®] #359313, SIC, v^/v»j££rft£iCL 

Mi, ^ -y ¥ t ft S tbfcf*- * 8B#tf> 2 oo^^^r 
IiJtt, ft£f fS $ tifcx- * T * ir* frgfi K 




[#ms#©«H] 

t^f-? ft© ^ yy^©r * -tr* 

a. y :r ^ fim&^if ^ y L, * * = 5 x ^ fiSf«|± 
4>&< fcfc# le&et IS 2 fg2©«te^l 
©«t£B£^-t-5©iC#>ffi£ti, *2©fif4lff^kSix 
3>oB£ ^Hb $ tifcgf 2 ©«tt4T 9 ir * fcfljfc: «t <o 9m £ 

tl 

£Bf^t-f 5 n t \c £ Vm£t5tifzmmtt5titc7-°~? 
§P^Sr*U l.o, 

tffl7t-vy b„ 
bo 

[ft*«5] IH^WSI&ii, (i) SGML, (i 
i) HTML, (i i i) WML, (i v) XACML 

7y ho 

[»#*6] Sg2©»4, ^»S«>P>*tfcffiP#«lfl|^ 

[**S7] lfrlHfc£ftfc«l©«4, fRl©gl^© 

lCfc!Jfii»£ft-C^5, §t*il6(cffift©7^-^y 
bo 

©ffiOHf-S-C&S, i&#«7K:I2«©:7*— 7 7 b„ 
[W**9] ir^r^yx^^^tt$Rfl, fSl©ll 
(4, |?2©§ifc, S^$tifc7 r ^/VT^-fe^Lj;5 

317 Mia*©?;*- — ?7 b„ 

io] sg 1 ©#«, m%ikztiit7'—f'm& 



irefcs, it*JS7^fa«®7*— ?«; b„ 

[1*111] S§2©Hii, Bf#ft£HI.oT^i?* 
▼ y bo 

[»*«12] T^ir^SliJit, ^fcfc, Bt^fL^^ 
E.o^y^cDLr^y7VfMRfti^*^T^5, ft* 
ill IKE*©?*— b„ 

1 3 ] mrit i!tl1tT?*xmitt. %±it 

y bo 

[1*114] T^ir^SlUtt, -S.«#$*L5t, 
^-IfWT^-L^rti^LTx* h^lxS, ff*if 1 3 
CEt07t-vy bo 

[»*3I1 5] {fcttitii, T*-t?*&ir»o-C, 
#T'£5. fif*Ifl 4lC|B«©7*— 7? b„ 

[|**ill 6] ^r^/HBia, If^s, ffifflfr^l® 

1 5 t|B*»7*— Ty bo 
[|f*il 17] ir ^ y ffifflfFBTttfttt, 

b„ 

[8ft*9( 18] 1 o©85* i^/ufc&SSftfcttffllf 
nORtt, ^© 1 oolJiSi/^wxii-eo 1 OOgigW 
-</v±>9ffivvf-<T©8^ v^Mcov^ftffl-f 5r t 
^-C#5, lf*Jjl 7tfB*©7^— bo 

[ft*iI19] BS-§-{b$tbfclBl©|if4» m2©«Sr 

#5, W*«liC|a*©7*— 7y b c 

c03Vx^y^©Ti?ir^?r$iJ#P1-5 7^— v»; b(c# 

m 1 ©#©Sff^-» m 2 < 1 1 1 o©Bf # 

ftfig, ^^-^^©^^^^^©T^ir^SrfliJfp-r 

esiifct^fc. ®i©«sriit)m-t-fc*»t-e*<, mi 

^feSfek^cB^Wi^oTlSl ©HTST-x-^ 

^nt^-ft-r 5 i t \z x m$L £ ihtz^i t $ tifcx- * 

[»*82 1] -fe^r^yx-Y^fflfF"5Ii4, gc^t^tl 
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[W**2 2] lffi*«JWS"C*m*ixTV^ST^-fe^ 

»**2 1 KB*©?*— K 
[»M2 3] T^-fe^SaiJ©^*<i:t-«H:, IB 

IfOT^ir^tt^xx h-fSO^M^ixa, tt**2 

fS2©#tfc*tC#>/S£^2N t«**2 3(r|B«»^^- 
vy bo 

lit** 2 5 ] ft/ifF Bimtt, i o©ib« w^k^^ 

fcttC ■Jtti-ffcfcl;:. ig2©«t*|c 

ttffl^tiS, »**2 3«a«©7* — K 

Bf^-fti-Siir^blSi^txS, M**2 0tciB«©:7 

[ft** 2 7] ^ny^ffl^n^W Xf*j£8c-C*> 
5, ft** 2 6K1B««)7*— ho 

[ft** 2 8 ] g»j±, fenfc«f*««rt-e 
$ ^rc^n y t x©ffi*T?*>«, if ** 2 7i; 

[1***2 9] *^-^©«ISi5*Lfc7*-fc** 
* £Bf f-ffrf- 5 r t K a *) , Hf^-ft 

3S£L, 

f^f-^^Wt/fl^Ht fg2©«-C£Sl ©n 
Jt?2©ir?f;l©#t£Bf^L, 

jg 2 ©»©B£^jS£i§£-r sfc»t^ 2 ©n£Bt#ft 

u 

^2»»»Bt^lS^ffiM-r5rc*^ > T^ir^SliJ^ 
111 ©if, Bt^$nfcB2 0jtStJ«r^-fe^aiiJ^ 
tea.— WtV<OZrfl&rZtl&Zki&-T'£&, ft** 2 9 



[I»*I3 1] i^f-^«ffc5^Wt & 

$ 1 ©«oaffll«f^kJiR*^W-Sfc*K:1 2 
1 coi^SrHt ^-ft U 

l©«©*0»l«-&fb)IR*l«-^fH-r5, M**2 9i;:fB« 

m i ©liwWfflBt^tJS^^i-s/tfetffiffl^Bi®^ 

mc s % 2 (Dmr-m 1 ©®©M8B$-^jjg£(§ #ft-r 
5, it*« 2 9 i;ta«©7jfc 
[it** 3 3 ] ffiMtf bt»f±. m i ©»&i& o m-r± 

^fc7r-fA'a»**3tr*, aww^jcatis-ra, ft 

** 2 9 tC|E«©*-fe„ 

[ft** 3 4 ] ffifc i^/Wi, MdW®&l!)>P,ffiV& 
©«siai-c& s , i$#* 3 3 iCHB«w*-?fc 
[ft** 3 5 ] ffi^t^jft©®* ^ncxttftfflw 

tf\ «^-*ft©F^i-7?ir*Lfcl^--1f©7? 

H2©«t*{cffiffl$^5rt^-et5, m$9i 

3 4 icte«©*?£ 0 

If** 3 5irfS*fe©7jfe 
[ft** 3 7 ] |B^^Hf§tt, ?^7y 
5, It** 3 6iCta«©7lfc 
[ft**38] -r-^Ts'T'WiSML, ( i ) S GM 
L, (i i) HTML, (i i i) WML, (i 
v) XACMLCHOlotfcS, ft*Il3 7ir|S« 

[iM3 9] ®2©tt©Bff#ftJKSr^-t-5fc»}<: 
S2©#SrBf^-ft-r5rti4, 

tt, m2©®§rBt#ft:-r5, lt*J!2 9(;fB*©7J 

So 

[It** 4 0 ] || 2 ©^©Bt^fblSii, S5«3.— 

•m-e«-§-**ts, tt**3 9i;ia*©*&„ 

[ft**4 1] S^-^^oftHfiSJtfcT^-fe^Sr 
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r, 
mu 

JS2©«tftI&9ffiU 

s^-x - rt © 3 >-t y y tmmx a> s steic hu 

^©itftg^l&^-f'fc&t^ ^2»«i:^fF^r 

314 itia*©#& 

[tt*«4 3] a— !f;&SigiSftr^ir;*ttftfrf 5^ 

[11**44] rtuximu. mmmwrnxmrnz 

5jfi2©®ft«4f-r5i£ft^t?, »*9U2lcfB«© 
77fc 

2cotttffifflitBiiit^ffit-snt«, mi<om<om 

4 1 (cfBfc©77?£„ 
4 1 tfS«cD^ 0 

4 8] ^ (D^m*. *-—wtftfrbn : F? 

[i*«4 9] S^-^©ffflfig£*LfcT^i?*ft 



^^btitcm^mmim^r, m i ©h^ht-x- 

* SrBff-^ft-TS itti^ B^ft^fcx-^ft^ft 

m^-f-^^eft^v^fcH:, m 2 om-m 1 ©it 

£rB£-SMrf 5 7° p ^ 7 A 3 - F t , 

fc, ^2<otttfSl©»SrBt-^ft-t-57'P^7A3-K 

$ 2 <D|icDBt^-{btS^IS^1- 5 * & 2 ©ftftBf ^{L 

$ 2 ©n © at ^-{ysft f*«-r 5 it * m , 7 9 ± * mm ft 
mm-rz>y°v>fyj*=i~-Yb, 

%±it S ftfc 7 x >f ^ 5 fc * K „ ^ y ^ ft Bf * 

2<DmRTf7? j z^%im*i5ti, yy Yv^ryxitft 

k 

[It*il5 0] m^-^roSOISSitifcr*-*** 
^rt©3y^v7— ©T^-fe^ftSlJW-f57*— 7y r- 

Kmmtzti, ^©y7b^77"p^Mt 

m*Jft#rS 7°n ?7Aa- Kt, 

a— if tfSjSgj ft 7 ^ 1r * ft ft 5 ^ ft ft^-r 5 fc * 

7*— 75/ bftiiffl&r £^fc7^ir*M[Jft& ! 9 
t±JtS7P^"7Aa-Ft, 

^(Ct4, ^2©«ift®t)W1-57n^7A3-Kt, 

it^- 9 n © 3 yf y y nm^ xh 5 HiS-sc 14, 
3. — f ic Mai- Steffi tr^j® ft ix#-r 5 7P^5Aa- 

811 9 W-t-fcft^, H2©®tteffiW : ^I 

# t ftteffi-f-S 7p ^ 7 A 3 - K fc , 

ilo»*5t9WtfcftC, ^2©«iftteffl1-5 7pi^ 

% 1 ©liftteffi L-C, m^-X-^ ©B^-ftJKft^B^- 
ft $ tbfcx- ^ mWtU^lr 5t57-n^Aa-K 
ft#-r577 h^x77n^ h„ 

[0 0 0 1] 

[38H©Si-saW»»] r©!±SSi4. 2 0 0 2^2^ 
1 2 Bi-WS$^J.o^©^^" (7^ir^fl5iJ«)©fc 
ft©$4ftT-?7t-7yh) Secured Da 
ta Format for Access Cont 
r o 1" 0>, *H#frLMI#^-l 0/0 7 4, 8 0 4© 
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^©ttijgfi, 2ooi¥i2^i2 Bizmmztitc m 
w<d&w (^ffi^fcjsssir^y^vo^iO p 

ERVASIVE SECURITY SYSTEM 
S " ©, ^Sfi#fFtBS#-§- 6 0/3 3 9, 6 3 4 ©f IJ 

i©ttMfi, 38K©£ffc" (^ft£ftfc7*>f S^A-ST 
S^©T^ir;M#©ff« Evaluation of 

Access Right to Secured 
Digital Assets"©, *H#fF!iS^#^ 

10/12 7, l o 9©ir^gKSU #Mfci9r^fc 

[0002] imm\i, ±mm.m\H(n> : ?-?(Dim(Dft 
m\mmu #fc, x/^^km (Miii tff- 

[0 0 0 3] 

r^-fe-xii, ^#i^Wir^^-<oi^*r\ iiA^lfffi 
£lt t iSAfcfflZiSf^ fc 9»- * ©#^r©^B-e # 4v >« 

{ftSftSflHtaSB:, ^©©SttfcJ&fett©^©^ 
Ki*t4R**fif-HlUrv^So ^^-*?nt, fas 
S iifc a ^ - t «^ < Hft S *t 

* ttnrf , if nr s *ft v^&v ttm» 

y h icfflsssM * nfc ^ > tr a - * fc#« s ^fc 

[0004] -fy^-^y hSrfcfcorjifep^s^© 
flH**ffiM LRo«-©(#$g£tI 5 3 ^ t°^-^ ^SiJ#fl 

rfcfcfFU A**, ^ * a> L^fm©'kiS* 

Lfc*^fcSt5l^-t-Sr fcfcfFl/CV3, S0fBI+^ 

frtah.5Bi5l) , ATMv-yy, xfi, it^H;iS©i5 

fc, m^tefcffiSfc#ffi-T5 0 a^Wfcfs^^^fc'itig 

[0 0 0 5] -f^-^y h&frfcoTSfjft^*© 
ft#£{S:S-f Silfi^©^© 1 ofi, -f v^-^y b 
_k© 2 3 y f^-^cDMcD^Wiift-tr y f 



i>K fr^$*vr^&v^3©^— x>r— ©T^-fc 

[0 0 0 6] 7r-f7- /Mi, Myh!7- ^ 
o^fi>t,, h^y b?-^©MS£{Stt 

XftmGofflttK * t ii^?S£tiT^/^«i 

WBfig©** b#, &^<{*«£^fcJlffl©*3m^ 
*fr^©^- iffci5^»*T^1r^X(4ffi 
ffifc*fLT. SRIffl-C* 5£££o«|*££a5„ 
[0 0 0 7] ^H-tfe*K (GAO) ^©gcM^ 

fi, " *Hffi^i*90 7o©i|!i»-T?©fi^>5i:j.o^ffi6t 
fciSSSa^t^-^-fe^y^©!!;*, aasriiL 

©*t»»ii*i//oA^©^xxA©^|4^^tfc^ 
fc££>L.-Ci^5" iPMfflfc34-<-C^5o ££>fc, ^ 

LT^ffilttfc©^^, «US*Mtf^*TA£ir;l 

©|S€£©flilASi, r^fsW-y^^Ajc^lfBroT^-fe^ 
^T't, J.otfu8ftgi*«u TOW, A*WS«© 

tas-CtS" . #^!«fc, ftA#t4^F!©«^fc«® 

* x x a © ®) ^ sr ji a £ * § ^ t a* -e 1 5 1 m h -e v ^ 

3o 

[0 0 0 8] 

[^Bjas*^LJ;5 t1-5fia] *^fcit, #<©£H 

9 (VPN) Xt/ftA^Pv'^xA (IDS) S:IB«L 
XV^ a ^Iftrit, ^^^©^^©-fe^^yir^^ 

art, ^^-h^yh^-^rtttswo^ 

fc 0 fijx.fi, ^©tp^fctfcjS^^fcT^-fe^-t-afc* 
tr/^17- Ktft#f5: ttt, LiiLii, SfcSC^©^ 
^y-Fasmxii^tti^^fcttfc, ir^yTV © 
S[tg?r3S^-r5„ «oT, tfc, x/Z^/vSS^ 
£fc UJioffiIS1-SHfcSai*«J**feSrllWi- 5 

[0 0 0 9] 
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But*, »^&<Dim<Dimt:im-tzBmb, »oa»© 

fit, ;^H©*ffl*«IRrSfc0>-Ctt*v\, 
[0 0 10] *f§W4, ^(-xV^^^R^l^ffiftjl- 

K:sn, tut, mwiTmxmtt-rzmmtshtc 
3— if^ioTw^T^-fe^-et, 1.0, ^oa>©#a- 

W4, Mftir^yx^fflff^SftU ~rT\ 
xVv^^SMte, MPSft^frftv^s, «*©^3;©:£ 

or, r'^w^mmn, a n±r*-k 

has, jEu^-fe^ay^-rffiMfFRrsr^ri-s^ftftic 

[0 0 11] *3SM<offi©W1»-CI4, g^t**tfc7r 
^W7t-v?Hi, SfiftShttlUB, ft 

itew^o-t, ft^bsnfc^r-f^x^ ft^b$^ 

S4, T^-fr^aillSrif-rXii^-fe^^yx^ffm, » 
o#jtW(c, ft/ if© J; 5 KAW/Xtt, l^o/ifr 

*LT, 4 <9{£S£;Jx 

ir^ L4 5 fc-fS^-lFt-M-rair^r, y ^^fflfp 

we/f(tr/j;<, ffim\zzy&R~e$mziiz<, ^© 
[0012] #35 3 sbt-ffi©#m-m, -t^ y^ 

•YffifflfF^iif4, if©-fedr^yx^T^-fe^^/V 
MoT, »£3ftJ.of!lS'r&fta. t^Df-ff 

1f AS & 5 -fe df- a y x >f X S4SSS V** -Sr 5 ©ft 



ii, ^©-t^ y^ v-^/v^-rs^-ra-fe^^y 

r -f ffiffifF «]"« ^s *©fcftlcWar6ti5. -ItMt* 

ffisflBtt, y ir^f v^/Hnxtt^w-fe^ 

•5©(-<feffl£;ft<64 51-, 8r/££^3„ 
r©gr*, ^--ifi4, loro-fe^iy^^^fflfFWIi© 
*-Sr#-t-S^S^&5o Mfc, *3SW©te©#a-ef4, 

m-rs-i?^ y x^fflffBiii^^^T^s 1 t 

Kf4, S»©«»dS#t^^^5„ irdr^yTVfiffltf 

«f l^/KCSSS® 1/ ^ £ ft5 ft£ft £tlfz7r4 JV~.(DT 

^yx^£ffl!f nTili4, ^H^m-TSirdr^yx^ 
f48* wi/w 4 15 ffi < Sfftfiiv ^ t%± , S^ft 

tWt®T*<fc3 0 Hfii-ft#LT, ir^^y^^ffiffiW^ 
-irdf^yx^ffifflfF^W-fe^-^y^^ w< 
^Sr*iAPS-&5. £«i«&&tt«l&Xi4, IR2© 

[ooi3] mntfcmKmthx, *%m\t, 9 74 
hoZo mmmaz, ^it^fc7r^;^o^-f 

©T^irxffi (fflh, Tt-t^m AS, ?7ST>h-? 

Bim?£*i?^-/^bl,xmft£ftO 5o %±1k£tifcy 
r^/v^-na.— if©T^-fr^,rtAS, f-z^i/yrtt'S 

, * 7 ^ T V b -r ^ y T? 5 4 5 \CWt1S. * nfc 

[0014] #BK©{tii©#mxw«M4, ssttroia 

ffi t * \c , HSf^ © £A T© ^fft HJ ^6, HJ A^t * 6 
[0 0 15] *«BJ©r^f3©#m&t>W^i4, fitT 

<omm. »*©I5H, m#©0ffit*(c, A^4^a«? 

$tv4 5o 
[0 0 16] 

Urir^p^ M'K*f5o *IS?f5©l-o©#mi- 
ttoT, ft^fb^tLfc7r^/K4«oA^©KJlW*i:^ 
a y ^/WT^«$^5„ S^fL^^cffi^ftv^© 

-if !4 2 o©«*W&**fcS:, g^ft * iifc®%m i ^ © 7 
r^T/n^ ©'If #©" *aS^SAS&5" t" fifcjfi*^ 



w<D±(Dmmcfe-ox, T^v^XMii, 10 tint-si- 
ft £ ntci®tt t m ttmrit £ tilt?- 9 wa^mwm 

wit 9 j z^mmx\tr 9 ± xmzict S#©*s9W 

fcl5tl±y : -91®#%T9 J txX«Z?>Z.h%%®:m-r?> 

4. 

[0 0 17] «§W4, » At*, W 

frbth^j*j9^m\z.±mmKi£it%^~yT4 

&«Hfti-5ri:©Tft5fc#*.foji5»ll|-C*>5. «l© 

W l^vfc ft ft < S§] ft T 9 "fe * tt £ 5 &<Dfr& 
fV^ ^SMrt ©If # T * ir * -e ^ § \z X o fcS* 

[0018] ur^m-vtt. #<o#h©p»**» 

#38Wtf, #fe©P*B«t(c*tT^ti,5'5rii4 > 
©S*^^©tt*©*fr&g££©icft^*l$ft- 

[0019] rrt, " -HKM" Xf4> " io©HJ£ 
at t #je©«mr* sits x», mmmk& 

JcRW 4n5 Wfttt, #3SiW©4>ft < £ t> 1 o©H»5iJ 

testis r t ^s»i-5„ w»W©**©»Br-c9Wi, 
57wx" -mmmxa" £t^liis^j£#ji 

oxttffio*16^Sr*Jiai-5i65.SHc*V\ Sic, #*BJ5 
©loX«^ti£;_h©»ffi«^1-^a7n-x«gl« 
rto^n y * ©J«ff f4#£©l«ff ^m^iCTjk-T b<DXlt 

m<xi^ ^mm<Dmm-r?>^k^MM-r?>i><DVi i tj: 
[0020] jfcmmommmtt, mi -6 zmm^xm 

91 3 ft 5. L^Lft^t, r*if,©gltit5ritc 
^^ftSPSBftf&IMii, 09^BftTCS>!>, *3SWtt, 

r n h (Dummtammm %Mz.zzkiz, a mm- 

[0021] -f&miaz, iyT^T^ffflfc*tsM 

>ftS1-5*qfltlt*-eS)So dfeirctf, if'©±5fttM& 
XH*W#St3^fmJ)!), L£>L, " ^yfV 

y" ©ftb^" ftsr t-^iai, ^ims, v^-r 
ft©«i§i;:fe, ayfy^Xftffiitto^^-ry h 
kmitxh'o, TOJftXtt, t«ftt)i 



5, «^-x-^©^mtt, !MRBtf$ftftV^ S*©^ 

S;©:£#, v^T^77r-f/i' > *hy-5v^x 

[0 0 2 2] ST-x-^rtW^^-r^ySr^fF^WT^ 

E0£ftT^ftvVo^^>irvy£EiLTft-or k\c 
±9, ^111-5 r£T-fe5 0 MffWft£a 

fflfc<D0iltf, OTSi4£ftfti^\ /^y-K, $^©7^ 
-X, £*ai£3Wifi*#Xtf, 1 oXi«ft«i:©ii 

[0023] ii », ^mmtD-mmmimox, 

77-f/H0 8 £r^J$-f 5©glft© 1 Oil, 3t#l 0 0 

ft<D^lsTl/yi>mWJ:T9±xm%%-r&¥f^£fttc 

x.-i?iz.<D%-T9-tx£tixte. m<9m£tizz.k&x 

^ir^1-5^W©fe5^-if\ 77F'? I 777!J7- 
fc»m, %±itiSHfcXmzT 9±x-tZ>&m>hZ>o 

lot, wma^jsv^KD, i^-eftfflstbS" 

[0 0 2 4] X»l OOWs^k H*$tlXtf, T 

7°y ^-tv3>-xtf^--f-y >9 , y—/v (fijx.tf, T^r 

ic, " , " *lttftoW-Cfii#*XH:, " BBC 5" 
©J;5^3^^F©ISWb, Xtf, ^u—x^y^i/ 

1 o Ofigittll o 1 ^gftSo giftMl o 1 
tt, BS-^t^ai 0 2T?ffl*&t5, Wh. ±f$£frbfzX 

tf^* y tc##r*ix-cv53:#i o oil, 7r-f*i 
(IP*,, Bf^t» fctefflL-trrnHHS (Miff, ©^-ft 

fcx-^a^l 1 2(4, 7x^/vfl&L-CiiiS(75^i: 
^-e#*v\ o oxiifemwg^^tifcyr^ 
/n o 8\H<D^>-Tyy~-<DT9±x%ffl@t-i-%B$h 
X\ 7r-C/HiXtffitf, it-fHbifc-^I^CXtt&fc 
5liT"bj;<, ^LT, ir^^y^^ttlg©-^^ LT 
^y^l 0 6 1^4*1,4X14*8***1/5. 7r^v« 

5 C 

[0 0 2 5] m"5I$tLfc3.-HfXi4fS"5I*^7c^-7 P 
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x°ZZ>zb%umt Stable, Jcmi o oiiov^ct 

?±*Mmi 0 4««*)5S, Sff £;ftXi±3y££;h^L 
T-y^l 0 6 fc 11*3*^3. -jRKjfctt, T^ir 
^SllJ 10411, at^Xtf/Xf±if©± 5 fc, 

tti-s„ h&Wr&iat, r^-irxsiiji o 

ff*l 0 0 6(c5SJp^^So -jRWKHU 

-fe^-^yx^^ffnlfffftl 0 7ft, gift^Wc7 7 

-f/n o 8rtonyTyyi;7^'t^L± 5 t-fs^— 

1f©T^i?;*#|#© w<;VX(i, t^ra !)f-f u<</v$: 

/w±, " s®" , " , " s»" rxf mm" t 

[0 0 2 6] -MiW-ftoT, ± 4 
fl!f*l 0 7(1, ««fFBT«i:irT-fW«^5fls©»S: 
fflv^S, 7r^Htt©l^ft©te©W-Y£^ir„ IR"er 
Sftfca— if&, If^fca- Jfttt /HttSr© 

nfc^r-fMcr^-fe^rs, Xtt, 7r-f^^t 
#5P»fi, *H#f?Wl!#^l 0/0 7 4, 8 0 4SC 

[oo2 7]i©a«cao-c 1 -trdf^y^^^fflrF 
- t 3o if© 

^ y ^ft/W «Pff« 1 0 7©ffi©ffi?S;fcWCfcS 
[0 0 2 8] ir^y^ftfflff^Ifimi 0 7fcf£o 

T, ^— iff*, a.-lPi-ffJSTfeti/cds^ fe<fllg(0U' 
STfettSo fail© W</H1, &5-A<D3— iftfSffi© 



Si, -fxi i?^ V bXtefflM^v ? ?7 V Kfi y ? F*3© 
n-if Oft*OfftXli^-fOS«, i€7'D77-f 

fcfc, ^-1fi-»JST^/Higi©w</Hi, 

^r*#f-5iSBas**j;5K, a.-if©r^-fe^«i©ii 
jp©#a^tiJpl-?»o 

[0029] &.Tiz-mmmimw-rz£?ic a.— r 

«C8^577^/v (SP*>, £±fls£ftfc.B.o®PBf 

(Xi±, iff^—f) fi5:tLlo^ft$Jifc:IfEi 

T*****!,*^. -|WJT*(±, a— jf©-fe* 
^ y ir W£ffifT^T© w</v^ 1 oXtt^rftfiiLhO^ft 

ft, mm^mt, mw tftmzritc^ 

it£ti±y r 4 MCT ? xtz ~ t &%¥l^ [DIMM 
tfRTttfi, a.— if^~\ " Sf^" ©±5*, 

J; | ?S^©tei'\ ^r©^'ft^^7 > c7r-r/H-r^ 
s&imi&mftimim&vffs 2 ©/^ 7- kk ± 5 

[0 0 3 0] -«Wic(4, ^s'yi47r>r/V'«3fi-C*> 

trtxffl&l 0 4f4, ir^r^ y ^ -f flHSO— SPfc Lt, 

*LT, Bt-^ft$^fcir^3.y^^tt#l 1 02r 
5 fc » l-tRW S ^7t a— if MM-r 5 3.-if H 
X\ (HP*,, Bf^fb/m^*#) tiQBS^t* 

ti-5o ffip-^fkSftfc^: ^1 0 6ii, ^mm<Dima 

mu & fiti^Wr&K (4, fiftoS^ft § ^xfc 7 r /H 
0 8mt5fc»C, It^ftSJtfcf-^flP^l 1 2 



St-TSfca&K:, ^y^tt, B£^ft£;frfc3:# (x-* 

loii, T^ir^T^D >r—>3 >- (BP*,, ^"-f-llV 

#«c£ft*^-/v£-f Ci^sttft-f 3 n t ^rffi 
t-rSit-TrfcSo ^trtHfcb-f, B#^-ft£ti/fc- 
s/^i o e^Bf^ft^/c^-^atfM i 2ir^$tb 

[0031] if ^-ft^tt#< ©*ot-t?£ &m%ik/&% 
T;v3 y XAffl l otc£-3VT, mrZthZkmMZti 

©#1(1, MIRttSnftV^, r-?S? (Data E 
ncription Standard) T/Vd ]) XA 
(DE S) , B 1 ow f i s h.zfn y V Bf-^L&t^T w 
o f i s hBf^Sr^tfo ttoT, *3gfK©»]fNi, 
ft fe <nm%\c<m £ ft 5 Bf 

* ftfc v \ J.oflHHte© fe 5 v ^tuDBf-SHbti 

flf^£ffl£ftT%J;v\ Lfc*M&e©^©fMBtt, * 

fcv\, 

[0 0 3 2] ^ffWtCfi, 3?ii:ft£ft;fc;£#l 0 8f4, 

Bf-S-ft^ftfcx-^SltfM 1 2 (gp*>Uc#g#©B#-^ft 
US) SO 5 , ^ft^fc7r-f/H 0 Sdo^T©** 
=lV 7- j l ^m%^-tXtt.^t2^-y >¥ 1 1 0®, 2o©S 
^Sr^ti-o Bf^ft^/cx-^iS^i 12tonyf^ 
yiCT^-fe^-fSfcfetC, Bf^ft^Ttx-^iS^l 1 
2 W§-1-5fc&i£, 7r^;HSr#5M^fc5o 7 

fe^l&flE^ftSiftg^fe^.ao, a.— +FcDT^ir^i|#ti 
K (BP*>, T^ir^tt) *fLT, -fe^a y xwlfifSfi© 

5 &® # fc So S^ft $ ft 7 r ^ ;v^S«t 

MMfr^TSrlSsfi-rS. ^--ifWir^^y 

T^/V©ffl*i4ftfcT^*ff^£E3©<t^«i-, 

[0 0 3 3] E|2A», ;*3BW©— jlSStfllr^oT, 2 
ocDM^/-cT^irx«*fc P?tfjx5i 2 0 0 &*-f-„ 



S^ft£ftfc:7x^2 0 1 trTi?-fe^-t-5fc*(c, a 
— iftt, ^fc$tifc7r^/v2 o l (cs^Sftr^ 
5, r^ir^ffilij2 0 4fc*fL,Tj8IS£*i5-«£, " *fl 

l-Si^S^&So g4ft^fc7r^f/v2 o lasfHr? 
fc3#£-(cfi, a— Ti±, ir^yTVffifflfF^w^v 
2 0 6\zM\-Xffl&£ti?> ($lxJf, l-oXlt^tiSl-t 
©tefflff^Til) i'3aV^^^y7 i ^ffiffltT^^/V2 

ftfcffigirftfcft 5 ^T-f^r^-fe^StbSit^T 
#5«nr, 2o»ii§)^^" #A£ft5" '>fc< tfc 
2o(Dje5 , c2 1 O^foSo 

[0034] si2Bi±, ^mm<o—mmmi^<3x. m 

^rlS"5I-r5^a©7n— ^-r— b 2 2 0 5r^-r o 

12 2 0I1 ffiffl¥rBr»©®*-eK/i&$*L5o HfTfcflc 

#LT, M2 2 0I1 *3^^<, t 9 fcJt^DISSSrt 

(Dtyx-mnzfoZo 

[0 0 3 5] 2 2 2 -Cii, M2 2 0 }4'ffifflfF"5Ili©g 

rt©&S^>-^tBiB-fSo 2 2 4t?\ a.-- y i }iov^r 
<DT*y> b&htitz. a-— ^F^cov^T©*^J^?f-sr* 

v\ ftfeigic, ^12 2 0^ fes-fedr^yx^xfiffi 

ft v-ovx^it £ Hfz 7 r 4 MZ. T ? ■£ X -T 5 *a 5 & 

^(Dh&mm&^-rz, y i icov^T©a^a^r*'7 

mt'A&mvftn) M^tSa- !f»Sr^5 5o 2 2 
^©SSfi, fttift^lr^ y ir^^ffll^Bl^/v^j 

ar^tb, ^lt, gftft-em, stffiv^-fedr^y^^ 
ffifflfFWV"^'i9*i(aT6*i-s. --a-fe^r^yx^ ^ 

[0 0 3 6] 0 2C^#it5i, *|S9!©-*K«fc 

ftot, «EMfFBrii*«^i-sH2 4oas**n-cv^ 

5o «3S^«2 4 4fi, tttL.T©^IS[^Xtt2fl[#^- 

©->— ^v^Sr^-f-Sfeftt::, |2Bffl226fftS 



#<©7^£^fc3„ t©7/c-fit 7V^Av'-K 
vvfticoifrg-jrfc, a* 2 4 2i:jSDt, 

»^«2 4 4 ffil^ft-fe^ Pf-f U^KOflEffifffnTft 

24 411 ^&5A£XffiF^©»2 4 6«rSS£U SI 
2 4 6»=g-^[i, (ftflS©*^ !)f^) , u 

-</V2, .... w<;vn (ififflt^faDr^) ©i 
5ftt*aP?-f ^HiMtS, ffi©^fi«-cti, 

«3S^*2 4 4ti!)?84$Kfc«2 4 6 "fe 

W 1 4MB § iifcg^fc $ ftfc 7 r ^ ;Hh±{i:»J£$*l 
ftfl!"?*, — #u^2©ttffifFT>T»±, " W i# 

^y^ w-^/vN^g^^tiTt^r-f^^r^-fe^-r 
5fc*}c©*ffiffir-t 5, ^©ix 5 ^gaa©«fi^© i 

ott, a— Jtnb©S^fk*nfcSf*l!:&foft5 

[0 0 3 7] |2Dtt, *«M©ffi©jUtefiaHr^ofc, 

«2 4 6 fc»fl2 4 7 t LTM^XJ4 2«Sc©VK 
o^©Jfi*Sr|g^-rSfc*m, H2 B©2 2 6t^S$ 

0^7 7<-^2 4 2^Sflt5, £^2 4 6}±, 

$tifct>©-T?fcl9, It, tdf^Pf^fXftS^l/^ 
/VT?#ft $ fvtc^±it £ ftfc 7 y -f /H- T * ir * 1" 5 - 
fc£££fci-5©Kl*BH£*t#3. »12 4 7(1 * 



6 ft 2 MSHS S £ iifc 7 7 -f /u£ T 9 
-fex-T5fc*©t©-Cfc5i:iH^$^5„ $oT, fflgj 
i2 4 7lK}ia, -fe^iJJ^^XHSBWfttlClBLT 
W</V 2 i 9 % ffiV © , U^/V 3 , V^JV 

4, . . . l/^/VNI^l$^fcg^ft$}lfc7 7 ^;V 

1-5fcfem. KT©IftW40 2 cmS^VT*;^, L 
■C, E2Dj^Sm«fflTt5„ 
[0 03 8] B2Bi:M5t, 2 2 8TS^^fflfF"5I 

»ft^s^fc«m, «fflfF-5r«tt2 3o-e, r*?^ 
bi: Mil 3* tit, **bfcJ:!K a.— f\x imff^im 

ELV^Srffiffl-TSo ®S2 2 0i4, 2 3 2T\ ffifflff 

tiiP £ *5/t fctr, ^*SI3e*«HlMlHiBXtt» 2 ©^ 
^!7-K©J:5 4, »2ro|g|iE{!:±5, »K^^5J;5 

AST 9 "fex t # m, «fflff5r«tti5«T?H:4 < , 
^tiSttiCfi, »I2 2 0(42 3 4iCii^, r^T% 

7 -T A'rt © 7 7 ^ /Hi©® 9 ffi L S 5 fc » ic, 

[0 0 3 9] Bl3Ai4, ^s/^3 0 2 tBt^-ft^^fcT 2 
-^^3 0 4^ttl», $^k^fc7r-f^3 0 0 
©«*©*5t«r^-f-o ^fTm»#LT, ^3 0 2 
tt, 7 7mS*3 0 6^ t/ut*f)tS4<tl)i 

i\ h&m&\ax 77m*«3 0 6tt, 1077 

;v©4 ] ©^'ft:^^fc7 7'l'^©-fe^r3. !)7>fOttI 

tt, 77^*70^ 3 0 8, *^ns/?3 10M 
SBiJ^n y 9 3 1 2 ^r^ti> 0 77-T/Ht^n y ?308 
f±, «»3 2 0 (BP^ Ltf Lifd o c -k e y«D 

£i-33.-Hfmw*i-$«fflfra«3 2 2-e©ie-^t 

iOl«#{k*^fc7r>r>Mi3 0 9Sr-&tp. ftfc>9m, 
77^/^3 0 9(4, ®.%v?*sm3 2 2 tLLxi%mm 

3 2 0K.&Q1tt%H:£ti$> B »»«3 2 0!4, Bt^ft^ 
tlZLX, my'vy? 3 1 0(rft»^ti5„ -jRflttK 
tt, i7"o y^310 3 2 0 (D^itm^ 
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^T^ir^iilig^fc5„ ^y^ftiailo^iiCDflz/n 
y^^fcU, r^T*f4, H3 A(£3otf>||;/n y^flS^ 

»ssnfc3— tm, saor/oy* 3 1 2(^©a 
-rsfc&fc, «ft7^i?xtt£#Lft(mfiftf>ft 
[0040] ±x(DT?^*mm\±, a-—vm w*. 

H\ ^3.-- iff!) -?B£^£ix, LT, jfiliJ^P y 

?3 1 21*3 testis, s^kstbfc^r-f^r^ 

ir*LJ;5 fc-tSa— ifi4, m&7xiy? 3 1 2ft©7 
tf, SHSfa— Jfji) &#Lftrmtfft?>ftv\ ) ~©7^ 

^'^310 ftovmm 3 2 0 i±, 19 ^^tLfcx- 

^§l$#3 0 AKTZ^X.T Sfcfekl, 7T-fVM&3 0 9 
£ nfc 7 r ^ssBMS -C & 5 t § Ht, - 

-if tf\ ffiKft3 2 0 1 1 t^ffiffifFWIi^i-S i * 
7r-f/Hi3 0 9rt, Sf-i-^Stl/c^-^gB^S 
0 4<D«-S§-£it£>5fc*}::& l 9 t/5S-C#5 0 

[0041] -ms^Kfleo-c, Bt^stbfcx-^gp 
mm ) "ptis-ets. *s^fts^fcs:»tt, 

[0 0 4 2] #CD*liWC^oT, #S^ft**LfcX* 
(5*-*) (4, CBC^-K£H£ffl1-33&V>«r^, Bf^ 

h (Bf-8-ft^^r^h) ^ny^fcXlft-f a»pw»if#r 
/^PXA) T?&3„ i©S*(4, Ut-HI (BP*>, 7r 

$tifc©fcft!l®Bf^X«^CBf^^ffifflLT. fft^- 
i4, 12 8tfe5. ^y^»CBC*-F^«fflL 



TBS-^-ft^tLSo m—oMtfe^f (IV) }4, 

[0043] ^^-fk^ttfc^-^offlicoBt^-ftfi, n 

ft, ^y^£B£^ft£;ft^-*g|$#©tt^t4, 
£ tiTV ^ftv ^f-^ ®t£* ©ftBfe£^x.ftV ^ i t 

fc" 4: tic, 4*35tefl;3*i5. xy 
z. doc" si, sm^iLfctt^, ^7^fryhvi/ 

?ny7H7-K (£®MQ ^?Sttft-r5„ xw x 

y z . doc" ^mm^m^x^it^tzm-c, % 

* r ^ t * a y x w ffifflfp^i 5 r 
t 5 Mi l r ^ i * !if ft h * v ^ t f £ ^ r 

tl, %i%z<D%£itiStltc7T-(M±, S«|BIC^- f-y 
>->fy—/V&%;mtX'%Z>. mt" x y z. doc't 
^^5J;5i-ft^^5o 
[0 044] *^BJW«Sft#m»te» 1 Ot± N ft^H 

«jEUftttntfft5>ft^r t«fUHH»fe#5o M^i 
n y ^ SrtfiE L, ft imtlft 6 ft V ^ r t ft Mff T? t 

[0 0 4 5] H3Bi4, *|gB^©-^*^J!r^ofc, g 
^ft*nfc7r-f^o«g«o^y^*Jt3 5 0Sr^-r o 

014, +5>ftr^ir^lt^ ; fr1-S^W^tiit^— y 5 ©* 

* tifc 7 r 4 /vrtcoBt^t s nfcx- ^ (c r 

^ ir x -c # 5 r t Zim-T 5 O-fe a y >f ff# 

tf»oa»ft^i4, ^ftffi^-«Xi4, I3AOCR 
C3 1 6*LI^ IRBr^tb-CV^V^-if^iQ^sy^ 

(MAC) icJ;'9»«$t^T^^5„ 

[0 0 4 6] ^y^ffl3 5 0(4, &*L< [4, 

5ft^— 2TyZf"Bm<n®\\±, HTML, WML, RTf 
^7y/fl (XACML) -C3b5o XA 



l^<OTi;^yryy« (Hit,, ^yhrto 
s##fc«ttte©w#fc*<Kf&«r-c, Steffi 

f4*°y *y- 74?-fc%abUT^t£^) ©, 
V^iJ«fcJR9ilM>S„ MidJPX-T, XACMLIi, 

*«»*tTSr*rt-r5fcfe(-, ^y ^-fgnr^Tvi^* 

trims. 
[0 0 4 7] — j/^#jg3 5 0f*3CD locoa^ii, H 

3 5 2 tWjlS, H/n y?3 5 4B, Lf* LfiKtS 

yyf/UHK x-yJ-TV >!f >f/V~--7 CD* 

3 5 2!t 1 'J V^&D, LT, ffififrr 

[0 0 4 8] «7*n y^/^aViO 5 6 iSSH 
3 4 0 Sr«fl|'r5©tc^S^5lS^{tT/V'=fyXA© 
iKSJS^iftlSrlSfffS. -*ffif'J-e(±, RSA7/Vrf!) 
XAtOAEPj£Sria^-&5<&IU«iBt^ttlfl|-C&5, R 
SA-OAEP (RS A-ftig^SftBt^/^V^^ 

(Optimal Asymmetric Encri 
ption Padding)) £tl% 0 WK, 

#-<T 3 5 8©uu i dit IHK* t - COft^rffi^-r S 

SU-f So JnfcT, a^i 0 2 4X!S2 0 4 8 tfy bftt? 

[0 0 4 9] — y ^ffig 3 5 0 CO^'n v ? 3 4 2 (4, 4> 
&< fct3o6D-fc^7<^r-3 4 4, 3 4 6W34 8?: 
#-T5o "fc^ ^ h 3 4 4 «, Bf-^ftS^fcx-^^ 

ikZtltLyTJs^mfrStta ■fe* r *l'h 3 4 6l±, gc£ 

ft$nfc7r-r^«i^Mr, " w , " «*" , "ss 

*" , Xf4, " mt&" Xf4, " «b" ©JftfHr^y 
TV I/^/^^^-T, i?=3f ^ y f-f ^/Hf^^tfo 
•fe^^>-h3 4 8i4, S^b*tbfc7T'fA'rt©l*#ft 

•t-5flMI**tp. -SSKMctto-t, r*U4, 7;v3*y 



fcx - * S# fi , /mjHHtfc tt 7 r /Hi 

[0 0 5 0] 3--if3U4, ^T'iCi 5 BS#ft £tl 
fc^y^*3g3 5 0©i©9i^3 6 0**5, «B#3 6 
o (Pttfi^SftT^&W it, 

©JEfcSSMim, *H#ffffiH#^-l 0/0 7 4, 8 0 

[0051] _h^©mHj!i±, T?±xmm®zi.~- y 2 ©^ 

7^-fe*$jHJS4, (fill*,, 7y-f/V 

ft) Xf4, {*«H7?tB£^-{li£ti/T<bJ;v^ til, BMP 
Sn«t5o ^©1§^1U±, ftSHil, a— 

ti f i, a— if{rBIIjg-t-SffifflfrW«lt*t. Bf^ft^ft 
So $t£fc£frityT4Mz.T9'*x.\s£.5 it8a- 
•if : » T ? * *«| K Jt L T T ? -fe X SIiJ «Sj^5&6tKSi£ § 

^— f'coSSiitS'D ffi£HSo ft^*ii, T^irxS 
flij 5 Wi-© KffiM * ft^nas r ^ -fe ^^IHiJ & BS 

mtmva^tifc^<:-mc, &mm out* texm^im 
tizm&iax tLfo^«, sit) w $^7x^^11 

[0 0 5 2] 0 4(4, *«BJ©-^*M(-«oT, 
4k£tlit7T'{MzT?-tX-F?>®M4 0 0O7n-f 
t-h^WLT, 03At3Bt#tffl«$tL5„ 
«La4 0 0i4, a.~-?jit£±fc£ti1t$mteTir-ZXl, 

S4\ a-lfli. n-^/vXiiSRI^^y 

$ tifc^^ft § Jbfc5:#tc T * ± 7, -f 5 fc ft t , 
-?4tnyyy (SftjffiK) > Kr>X (SftiSM) 
^ u - 7=- ^ ^ ^ v- ^ y- A 4r ^f? 5 ^ 7 T >- b -v ~> 
7&ffflLt^5 0 7^yK7Xi7^7a-7 (S® 
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ISO £JSWM-5£fcfc:«fc9, 3.-fB7 7 ^;wy^ 

S40 3 ACftoftSrST, 8S«f fc: $ MogM £ ft 
ftS„ ffcb&fcl, 1*077^^14, H*ff, 

[0 0 5 3] ^ftLWi^Ct^ 4 0 2t% ^Oi5ft 

$ft/ts:»^*aa-r5*fi(r, saloon*, s^^ftfc 

7r-f Mfrfrmi £ ftT 3 ;i>X (4, J£-f 
5iK«*S*>5. 4 0 4t% jtt^£ftfc3:#{4, «H£$ft 

5 0 s^$ftfc5:*©ge^4©»tt*tfeaE 

&(4, 3!*©jfeSt?, 7 7^X«S*Sr«5-rriT-ifo 

s 0 ±»©i5t, *>a^fi2Sftfcx#T-f^ 

fe^ftfcx-^com^wi -3 475^14, ^ftSftfc 
£ft $ ft r v ^ ci t &^i- 0 7 y ifttfL-o a >t> % n§£- 

Klfi, ^34 0 0(4 4 2 OlCJt*, BP*>, 3*R£ftfc£ 
#», #££^£ft-C^3i:^ft£ft, -& LT, «o 
■C, jI^ftfcT^y^— >a VtCX(4, ^.-ifiCit) 

g^t;$ftfcS:#-e*5*?>«, Bff-^ftSftfcx 
- * gp#{;:8stf § ftfc-^ y P&b 5„ — s> ^(Df- ? y 

S^£ftfc;S:#fctfcl£LT, ^aiiJ-e&So ilW£ftfc 

14, M4 0 0(4 4 2 OlCxt^, «]*>, W^ft/clSC* 
(4, #S^flS*nfcfc*4*n, ^LT, ifti4, SSI 

[0 0 5 4] 4 0 4f, IK^fcJf*, MK%±it 
$ftTV^St^-rS»^l-f4, M4 0 0(44 0 6 C 

ftTV^^-fTy 3.— tfS.TJ ? /Xi4^7 

-r t >- b -7 v ^dSfRBE $ ft r v > h 5 fc * mtft 

4£ft3 0 a— jf^S^S#&»IE-t-5- i»P*H(4, 
*S#fFtBJg#-§- 1 0/0 7 4, 8 0 4U:E*£ft-C^ 
5„ 3-— ifS0 ? /X(4^y-fr^h-r>'>'^| 1 E$ftT 
VftV^S^-fcH:, 114 0 0(44 1 8i;ij§*, ^ft(4, 

^/X.(4^7-rTVh-r^v^MliESftTV^i:^^ 
ft5«^(C(4, y^Xtt, -fe^-^yx^tf* 

tf\ WESftfca— iP«rcm§-£ft.5 0 

[0055] 4 0 8-c\ m^-^ftfc-fe^-^yx^tf^rt 



iffSo^/V-T 0 ©^ >v*i::lfS$ftT^;5„ ig|E$ftfc 
T^-fe^SIiJOilfl^lHim^fta,, 4 10-C, S9(ii 

$ftfcr^ir^aiij(4, aL—rtcBiig-rs, r*-*r*«i 

fctfcft (Xi4, ^ft(c*fL-CffliJ£) £ft5„ 9J/£^j& 
■fSS^-mtt, ^ft(4, r©#£©X#-~T^ir^-r5 

riWoa- fici4fF$ftr^*^it^a*L, a 

*PX(4«^ y-fe-^S, 4 18T", a- if(r**$ft 

£(4, rft(4, ^©ISSroJt^r ?t^t 5 r t 
con.— if(ci4fF$ftT^5r tSriittU M4 0 0 

(4, fiams:ffi-^Li.o5i?)m-rfcftfc4 1 ltsu^ 

~?r LT, ^ft£ftfc;£#;$««l^^5^£:, 4 1 

x(4, ir^^yx^'[f«rti^^^y^^«ffl^tf# 

S*^^v^«rSSft5tt£i4, ^34 0 0(4, 4 1 
6icm^ yr-f/Wi^j^ tut, 

fcX*^IK*ft^-C&5i:tt:3t*ft5tt^tt, il4 
0 0 (4, ^iE^ft/c3.-if}4-fe^3. y T-i"fMfF"5IS* 

i4maitp. imn^imcD±**yTju 

T 1 ^'«ffll ^ F"5IM*t«LV^^Xi4, ^rftJ:^fl5<^(4ft 

*V^#g-£fi, MS4 0 0i4, x.—^cmWi^?—* 
s'-fe-v f Sr^-t-5J:5t#fift*ftfc» 4 1 8iciitf 0 

(4, *14 0 0 14, 4 1 GKmtto 

[0056] v^Tft»s^i-fc, ^it^n±icmf>m 

(4, ^b$ftfcX*^S5*&V^-C&5»^fcl4, ftffl 

ftfc 3t#x (4, mm Jiiftitc^yrfta/T 1 ^ 

4 2 0«^5 o 
[0 0 5 7] 0 5(4, *«BJ©-^JSM(-«oT, ^fig 
$ftfc7r-</V-Xi45:#^^ft-r5^3a5 0 0C7D 
-^-r- b£^r„ ^35 0 0(4, W^ny7Ft^ 

(4, ii©Ift9f!Xi4, *^Bj!i4, ^©4 5 ftWISrs* 
[0 0 5 8] 5 0 27:14, 7°?y? (DXmtK SW^ft 

fc3t— f- y >-^'T7/y 7— ^3yti!)P»xi4, * 
fig^ft, -& lt, ^.-ifiri^ffittft^ftSo ^— y-y 

y^'7/y7- v-a Vf4, ^^p77F7-K (S® 
ffiff) , v^^P77h/^-Wyh (llil) X 
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fllSnT*>J;V\ 5 0 4-C, »£L<fi, ^-Vx* 
^bXtt, -v-^Ty^Wlf ($I*L«\ XACML) © 

J; 5 ^ISM^wM-e, ^S&^fcT^-fexffiliJ©!! 

[0 0 5 9] 5 0 6T\ mmf^m Wh, 7t4s^ 
ft) JlK:ov^©imya^>?)84$h, 

avyKT-) , SSbS<Jt?B*S*l/Sa 5 0 8T\ d-* 
/W-e y rt£:£*«r*t&if£##ft 3tt;fca»if 5 

5) , 3*Ht, 5 10f, 7r-</HHcJ;9lt#ft**L 
5o #3§^©#ii©ioi3;, fc*s«i 

nxt±, tfiE§n?.) , uric, rtumif^fkstLS 

iss" s*asffittft:stir, s:#SrWi:5. 512^ 

*fcS*fiJ 19 n x tti/t fc £ ns. 38fe $ ftfc y 7 4 
mtt, -t L"C, {^/ffiffltf^tT'Bf^L^tL^LT, 

flf#fls i es?a-A'A»b«^StLTt>J:v\ 5 1 

[0060] tm^tifcummzimi-zfzMc, 5 

ft$ti5 5ir^r^y^^'[f«^#A$^5 0 ir^y^ 

^ii*©9t^tM, ^lt, ^s^fct&fc&fts. m 

5 0 ftfcUfc, ^^te79^«L©i?^y^tiM& 
Sr^tPit^-e§:5« 5 2 0t, — yy\$5 1 0^t>© 

[0061] ±}£©j;5f^ g^fcSftfczStStt, m% 



\ t £ tbfc-fe a y x fit » Srirt- 5 ^ y ^ , Bff-^ft2 £ 
ftfc^-^SWfr (Wt), B£#ft£Hfc3:#) ©, 2o© 

2oof6»|i, 2ool4Si, yr-f^mt^-— if 

^tbfc^tt, 5 2 2T\ I<D«f (XII, lUC^-lf 

[0062] r^-fe^aiij©»o^©»^S)5ii^-t 
ft, #*fi#£©^--if^-o^TX^ a.-if©^- 

T^ol^T, 5 18T\ Bf^L^^fcT^-fe^SMUtt, 
0 3 A £ ^fcftllJ Bt^t $ r * 
-fexffiliJ©ft!l©»^i:*ir^$tiSiti4, *S?£*i 

[0 0 6 3] Bl 6 tt, ^^©^^©Sff 6 0 0 
fA («f9^«, Wl NDOWS 2 0 0 0/NT/XP 

) ^HffU ^LT, l oXii^ix«_h© 
a— r^— K©-t L-T, fifctt, OS^e-K©, 2o»l 

it^7^Tyf*^a-;v6 0 2lt £#^ge£ft£ 
J.o^^ft $ tbfc5:#as % jg-Br $ tbfca.— if ic J: o r 
©^ T 9 ir ^ -C # 5 £ 5 K $ ti 5 r t ^r^KE-T 5 * 
t s t-<wf >f y^-^rA6 0 4 t^KLlo^ 

-rsttictt, ^7-i , ryKv ! a-;i'6 0 4©iM 

[o o 6 4] ryy^-^3^6 0 6 (M^Lfi, 
py7W-F ©i 5^s®^^x7tT7 p y 

^-^aV) ft, K-CXHcOS 6 0 4^~ K 

HWiftU *Lt, ^^y 6 o 8rtir*^^tifc5:#(c 
^) Xi4, is^»i-EB$HTV^5 (Mx.i4\ ffi©S 
2ft, i^^P 6 0 9 (Xi4, ^^©-fy-^-7^- 

*) tBt^b^^^-^e l o^riSWfcLTtjSvv li 

5o UtTlCftffLT, ®^-ey 6 0 9 ft, f4©fi£fi^6 
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«£t£Wt7f 5 4 5(c#ijg£;ftT%iv\ rtf*fk*^=L 
[0065] — nis^t^or, 

/V2 0 2f4, ^jfl^t^, ^Wf>f^WfAC 

isbjcd^^t^Ixso straff lt, ^-rrvb^v 1 

a— /V6 0 2(4, VxD (iEBtvW* K7-f ^) , * 

[0 0 6 6] ft#T(4, a.— jffi, 7^!)^3y6 
0 6 «?!|xJ4\ MSWORD (SUffifl) , a^-sKW 

(aftms) xtt. mi) ^bists, 
•T5o r^y >e o 6f±, x#^B8Lr«i^ 

L, -& LT, h-A-R^ftv^^ (IFS) -7 

1 2|:r^-fe^t5feJf>t, AP I (09 £ 
(4\ createFIlcMS Windows (S 
■til kW I^ICOW i n 3 2 A P I *-itfico J'V To 

^77^^^^^^) SrUfWi". " M<" 9 

g*(4, ffliiO ft 7 T^A-^-r^ (FSD) 6 

fcasttwsnsfctjcft, «^^ey 2 o 9 iBf-^-j^v 5 

1 0(4, ffittft^ti^LT, fSBES^fca— if 

if5^^^5fc*(c, ^•fjyK'^/i'eo 
2rtn?nffs^a. $»^t& sit-Sic (4, rtb 

£fiT^5r fc^SSfcL, 7r^/«\ ffifflfRWc 

it -c* < si 9 a $ tiitmmv. ^ y ^ mm-b 

WVta^tl, LT, iffiV^T, ^^^^-^6 10 
^7-l'7yF ; t> ! 3 .-/V6 0 2ft© 1 S^ft^fc 
(BP*., 3r£ft£;fbfcx-^#) £«-5§-r5r£ 

SriifrfSo ^prt^yfy^, *lt, ifsy 

^—^6 1 2^ILtT7'y^-v'3y6 0 6(vlM^ 
09;Li4\ 77P^ 3 y6 0 6M-t!)y^ 

y-/VT-feS^t(4, ^ur^nyfyy^^ti 
(4, ^yr^3>-x>'^i4ffi«^tiT7 s y>'^(^p 5 tt 

5o 



[0 0 6 7] ftfe©H*Mt?(4, ProcessID/B 

(OS) T^ir^(4, (AppActivate/yy 

ffl£tb5„ P r o c e s s I DJ4, >r—i/>a 
«BUU *LT, ^CD-f-O-^yK^, IftS77 
/Vi/^r- A#^*^© r * ir * & #«-t" 3 Ifte© & 
5, -YVX \—>V^Wi7T4>^y^7-J* (IFS) -? 
^-v^6 1 2^(DOST?±X%$m-fZtclt)K!i& 
t£/<7*~- ^£r®5o IFS^-^6 12 

(4, 77^^©*-^, ^p-X, fs^ffiL, fti 
^#»4 5 ft«* ro»ffr£:SHrf-5^>' h y LT 

X(4/-?7^-^T\ T^ir^i4, 9y4T> h^a— 
/W6 0 2 SrSWti-So 77y^-y 3 y(a!)7^ir 
x£tbT^5 1 OCD5:#^ii^CD (^gt^ft©) *g-t 
(4, 7 7^f/V^7AK7^f/< (FSD) (09 

X.(4, FSD6 14) H7i7f$MLt, 
7yh ; tv'a-/V6 0 2tCjH6>tT, N *LTiKVvT\ IF 
S^-v^ 6 1 2?riiLTT7 c y ^— >3 VklP-K 
£ft5„ -*Ti4, ryy-r-^gyiciDT^-fe^^ 

nTl/^^#^^t^^T^5«^-(C(4, ^7^77 
h^- ^3.-^6 0 2(4, H^y 6 0 9 tBt^-ft-t^a 
-;V6 1 OSrffitt'fkL, -5: Lt, roT^-fe^gliJS: 

5„ li^^ey 6 0 9^^©T^ir^r^ ha=>&©*g|l£ 
*ftj£i:U 7rW /HBH\ WHS-fls^a-^e l oft 

y T^e- K»t ? -^^X(4S:#^^ I FSv^t 
612^i LTT;/y ^—>3 V^P-K$tl5„ 
[0 0 6 8] *5SMSr, fc5f£iScD#ft'|4T\ +^JW 
iC|ftBJLfc 0 ya*#iC(4, «*M»*|g^i4, M^SW 

©^■e&o, Hagtg|SD 0 B '»»^*w#< «'SM(4, ft* 

coffiHicia*co*|8fP5»i;Ht|5H^^«^5rt«L 
(c, fi 1 ^n5S^ti4a*^^4 5o fct, 

[0 0 6 9] 

mm<Dmm am<dx^\^ ^mw^xv^ f 

[HSf©«**RW] 

[01] **WT?*effi$tb5-^og^ft:*tbfc7r-r 
-To 

[0 2 A] *ISB^(D-*Jfe«!^^oT, 2 0©K^^fc 
T ? -fe t mtti 5 » «r^-t H Tfe 5 o 
[B2B] *«i!<D-^JSM(-«ofc, S^/^-fedr^y 
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2 4 4 




[02 C] *38W©-H*«l!:«ofc, ffifflfF-BTfi©* 


2 4 6 


m 




2 4 6 


±m 


[H2D] **MOffi©iyfiW^oT, ffifflfFBTIi^ 


2 4 7 


mam 




3 0 0 






3 0 2 




1 1 £ ftfc 7 r -f /K0^(D#3fSr^1- SI Tfe 5 „ 


3 0 4 




[0 3 B] #38W©-»*Wl^ofc££fc£*T/fc7r 


3 0 6 






3 0 6 




[04] E3Afc|g3Bi:#jca#$*iJ.o*3SW«)- 


3 0 8 




nifi« \m o Tg^b $ tifc sr r * -t * -r s tea© 


3 0 9 






3 10 




[El 5] *3SfH©-mS09^or^g$tb57rW/V' 


3 12 






3 2 0 


mm 




3 2 2 




[0 6] *fPJ««^WftJltT£^112Tfc3„ 


3 4 0 


imm 


[«F#©KH] 


3 4 4, 


3 4 6SW3 4 8 t^yh 


ioo 


3 5 0 




i o i %^mm 


3 5 2 




i o 2 m 


3 5 4 




104 T?±xMM 


3 5 6 




106 -^y^ 


3 5 8 




107 ir^y^ffifflff Biff« 


6 0 2 




108 S^^tLfc^r^r^ 


6 0 6 




1 l o 9t-^£nrcir^ jJx^fPB 


6 0 8 


^y 


1 l 2 HHWfc3*Lfc5 f -*«# 


6 0 9 




20 1 $4ftJW:77-f^ 


6 10 




2 0 4 T^ir^SIJ 


6 12 


i FS^-y> 


2 0 6 -fe^a y T^ft^fFRTW^ 


6 14 


7r-f/WfAK7^/< (FS 



mi] 



104 



Sr*i!HTTPS±T-r!?^P-hm, 
8/20/99- 8/28/WW3 WE> B 0>, 




[02 A] 



[H2B] 
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[03 A] 




Header (Version 1) 

^header versk>n-"1 .0" documenl_uuld-"..."> 
<key_block_list version-"1 .0"> 
<key_block version-"! ,0" group_uuid""..."> .,,-«? 
<Vkey~bloek> 5 0D 

<key_block version-"1 .0" group_uuid-".. f 7> 
<document_encryption_key_key kBy_pair_uuid-",.."> 
., . (Encrypted protection key) — v. ") 
</document encryption key_key>\ ' 
</toy block> \ 358 

. . . (more blocks if necessary) 340 
</key_block_list> 

<document_cryptoJnfo version-".. ."> 
<document_crypto version-"! 0"> 
■ <enc_doc_key>.. 

</enc_doc_key> 
• <enc_doc_lBvel> 
</enc_d«cJevel> 
r <encryptlan_algorlthm name=..." key_slra=" 
MO J <ses_block_slze>... (sire of encryption size) 
L </s«»~block~size> 
</document_crypto> 
ciypto_info> 



<enc_documentJnformatlon> 

<doeument_information verslon-"1 Xf> 
^creation creator_uuid-"..," date-",,," / > 
<laet„modification modifier_uuid«="..." date=\. 
icn J < rule_aet>... (details omitted) 

lbU t «TVl 9 JH>V> 



</enc_document_mformation^ 



<headar_MAC version-'. 
r_MAC> 



"> ... (See Header MAC Information) 



[04] 




[0 5] 



500 



r 












1 OR 















^520 
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[0 6] 




(51) Int. Cl. 7 FI 7-73- K(##) 

G 0 9 C 1/00 6 6 0 H 0 4 L 9/00 6 0 1 A 

(72)f&IK# x-* S^y* #A->T F* — 5B017 M03 BA06 BA07 CA16 

Tt< !J *^-*B * U 7*;V=7W 5B082 EA11 GA11 

94304 • T/V h 2|— ^ • ^ y - 5.T104 AA12 AA16 EA04 EA08 EA15 

9 • $ 1736 7V>'- h t< V h • NA02 PAH 
204-^- 
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